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Parental Control and Privacy Settings

Wi-Fi Parental Control Settings

Numerous options are available for configuring parental controls through the Wi-Fi Control
Apps provided by your internet service providers and on your personal devices. This can be
achieved by accessing the Wi-Fi settings using your internet browser or by installing third-
party software on your devices, empowering you to establish and customize your preferred
parental controls.

It is important to note that, parental controls are intended to help prevent devices from
accessing inappropriate online content. They are not guaranteed to block access to all
inappropriate sites and applications. Practicing online safety is always recommended.

Things that you can control:

e Internet access on individual devices.

e Time: Access to the internet at specified times, allotted time frames and hours of use.

e IWVebsites: Access or restricted access to specific websites (URLs) on the internet.

e Keywords: Access or restricted access to specific websites that contains the specified
keywords on the internet.
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Accessing Parental Controls

Internet Service Provider: Telus

Using TELUS My Wi-Fi App @

The app gives you the ability to manage/pause Wi-Fi for individual devices, TELUS
change your Wi-Fi network name and password, and see what devices are
connected to your Wi-Fi network. To link your Wi-Fi to your personal device, follow the
instructions given on the app.

Using a Web Browser

1. Launchyour web browser.
2. Typein 192.168.1.254 in the address bar.

D 192.168.1.254] L

Personal Business Health

/{VT ELUS Shop My Account Support Search Q.

3. Log-inwith:

Username: admin

Password: telus (or the password on your modem)
4. From here, you can change your internet settings.

—# TELUS argusge: (oot | [

Overview > State

7

(
& )

For more information on Telus Parental Settings, visit:
https://forum.telus.com/t5/Home/Parental-Control-Setting-up-Access-amp-Restrictions-on-
Home-WiFi/ta-p/86632
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Internet Service Provider: Rogers/Shaw
Using Ignite HomeConnect App:

The app provides you with the capability to establish your network, create
distinct profiles for various family members, and implement parental controls.
Additionally, the app enables you to define schedules for both users and devices, track
internet usage, and manage your Wi-Fi settings.

Using a Web Browser:

1. Launchyour web browser.
2. Typein 10.0.0.1in the address bar.

G 10.00.1 o~ a-

3. Log-in with:

Username: admin

Password: password (if you have not changed it already)
4. Select Parental Control from the menu on the left.

S —

» Gateway Parental Control > Managed Sites

+ Connected Devices

more

Manage access to specific websites by network devices.
~ Parental Control

Managed Sites
Managed Sites: || = -

Managed Services

Managed Devices

REpE Blocked Sites

+ Advanced SRE

+ Troubleshooting

Blocked Keywords

Keyword

5. Configure Managed Sites, Services and Devices.

For more information on Rogers/Shaw Parental Settings, visit:

https://www.rogers.com/support/internet/turn-on-parental-controls-with-ignite-
homeconnect

or
https://support.shaw.ca/t5/internet-articles/how-to-use-parental-controls-on-the-bluecurve-
gateway/ta-p/4980#access

=



https://www.rogers.com/support/internet/turn-on-parental-controls-with-ignite-homeconnect
https://www.rogers.com/support/internet/turn-on-parental-controls-with-ignite-homeconnect
https://support.shaw.ca/t5/internet-articles/how-to-use-parental-controls-on-the-bluecurve-gateway/ta-p/4980#access
https://support.shaw.ca/t5/internet-articles/how-to-use-parental-controls-on-the-bluecurve-gateway/ta-p/4980#access
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Mobile Device Parental Controls

The way parental controls work will vary depending on the devices or the apps that you are
using.

Android Devices proy
If you and your family are using Android devices, download and utilize the "'

R o . .
Family Link ™ app. With the app, you will be able to:
4 an>=0ID
e Monitor how much time was spent on an app.

e Setdaily time limits.

e Lock their devices at specified times.

e Seetheirlocation.

e Manage their Apps.

e Access teacher recommended apps to help educate your family about various topics.

Google Play (App Store)

If your child’s Google Account is managed with Family Link, you can set up parental controls
for them.

How to set up parental controls:

Open the Family Link app *

Select your child.

Tap Manage settings ~ .

Select Controls on Google Play.

Tap the type of content you want to filter.
Choose how to filter or restrict access.

ok wdE

For more information on Parental Settings on Android Devices, visit :
https://families.google.com/familylink/

and

https://support.google.com/googleplay/answer/1075738?hl=en
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Apple iOS Devices

If you and your family are using iOS devices, utilize the Screen Time &3 app.
Screen Time will give you access to real-time reports about how much time is
spent on you and your family’s devices. Using Screen time, you will able to:

e Setcontent and privacy restrictions.

e PreventiTunes and App Store purchases.

e Enable/disable built-in features.

e Prevent explicit content and content ratings.
e Prevent web content.

e Restrict Siri web search.

e Restrict Game Centre.

How to Turn on Screen Time

Go to Settings.

Select Screen Time.

Tap Turn On Screen Time.

Tap Continue.

Select This is My [device] or This is My Child's [device].

ARl o

For more information on Parental Settings on Apple Devices, visit:
https://support.apple.com/en-us/HT208982

and

https://support.apple.com/en-us/HT201304

)

Ll P— L—»MJ‘J[FHJTHHTHMH%


https://support.apple.com/en-us/HT208982
https://support.apple.com/en-us/HT201304

Page |8

Call Screening

If you and your family are using iOS devices, utilize the Call Screen feature Incoming calls will
come through from people that are saved in your contacts list, recent calls list, and from Siri
Suggestions to let you know who’s calling based on phone numbers included in your emails or text
messages.

If an emergency call is placed, Silence Unknown Callers will be temporarily disabled for the next 24
hours to allow for your iPhone to be reached.

How to Turn on Call Screening:

Apple Devices
1. Goto Settings.
2. Select Phone
3. Tap Turn on Silence Unknown Callers

For more information on Call Screening on Apple Devices, visit:
https://support.apple.com/en-ca/111106

Android Devices
To set up automatic call screening:

On your Android device, open the Phone s app.
At the top left, tap Menu =

Tap Settings.

Under Calls, turn Screen Calls ON C®.

Sl S

For more information on Call Screening on Android, visit:
https://support.google.com/phoneapp/answer/9118387?hl=en

OR
https://support.google.com/voice/answer/9262934?hl=en&co=GENIE.Platform%3DAndroid
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You may also set up call screening through your phone provider.

Rogers:

https://www.rogers.com/support/mobility/how-to-protect-yourself-from-caller-id-
spoofing-and-spam-calls

Telus:
https://www.telus.com/en/support/article/call-control-explained

Bell:

https://support.bell.ca/home_phone/calling_features/how_does_call_screen_on_my_b
ell_ home_phone_ work

)
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Social Media Privacy Settings

Facebook

How to Access Privacy Settings:

1. Click on your profile the top right-hand corner of Facebook.
If you are on a mobile device, tap —.

2. Select Settings & privacy.

Select Settings.

4. Click or tap on Privacy on the left column to change your settings. If you are on a mobile
device, scroll down to Privacy to change your settings.

w

For more information on Facebook Privacy Settings, visit:
https://www.facebook.com/help/1297502253597210
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Facebook Privacy Check-up

Privacy Checkup guides you through some of your privacy and security settings. You can
review your choices to ensure that you are only sharing your personal content with the
people you want. Facebook Privacy Check-up has the following sections:

Who can see what you share on Facebook?
This section will check:

e Who can see certain information on your profile, such as your phone number, email,
birthday, and relationship status.

e Who can see your future and past posts.

e Who you have blocked on Facebook.

Account security
This section will check:

e Your password.
e Your notification settings to let you know when someone has attempted to log into your
account from a place that Facebook does not recognize.

How people can find you on Facebook?
This section will check:

e Who can send you friend requests.
e Who can look you up on Facebook by your phone number or email address.

Data settings on Facebook
This section lets you review and remove recently used apps and websites from other
companies that you have used Facebook to log into.

How to Access Privacy check up

1. Click onyour profile the top right-hand corner of Facebook.
If you are on a mobile device, tap —.

2. Select Settings & Privacy

3. Select Privacy Checkup.

For more information on Facebook Privacy Checkup, visit:
https://www.facebook.com/help/443357099140264
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Instagram

How to access privacy settings: @

Mobile Devices
Go to your profile by tapping on your profile picture.
Tap —.

Tap G Settings and privacy.
Tap Account privacy.
Tap @ ) next to Private Account to make your account private.

ukhw N PR

Computer or Mobile Browser:

Click — More in the bottom left, then click Settings o8

Click Who can see your content.

Below Account Privacy, click to check the box next to Private Account.
Click Switch to private to confirm.

>

For more information on Instagram Privacy Settings, visit:
https://www.facebook.com/help/instagram/448523408565555
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X (formerly known as Twitter)
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How to access privacy settings: X
1. Click or tap your profile.

2. Select Setting and privacy.

3. Select Privacy and safety.

4. Privacy settings enable you to change your Tweet Protection, Direct Messages,

Discoverability, Safety, Location, and personalization and data settings.

For more information on X Privacy Settings, visit:
https://help.twitter.com/en/resources/how-you-can-control-your-privacy
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Snapchat

How to access privacy settings:

Click or tap your profile on the top left-hand corner of Snapchat.
Tap the &% button in the Profile screen to open Settings.
Scroll down to the Privacy Controls section and tap an option
Privacy setting options include:

e Who can contact you.

e Notifications

e Who can view your story.

e Who can see your location.

e Who can use your Cameos Selfie.
NOTE: Cameo Selfie is a function that allows the user to add their selfies to videos and/or GIFs
on Snapchat.

e Who can see you in Quick Add.
NOTE: Quick Add option is similar to Facebook’s People You May Know feature. Snapchat will
suggest other users based on your mutual friends, interests and other metrics.

5. Choose an option, then tap the back button to save your choice.

W=

For more information on Snapchat Privacy Settings, visit:
https://support.snapchat.com/en-US/a/privacy-settings2
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TikTok

How to access privacy settings:

1. Taponyour profile.

2. Taponthe 3-lineicon in the top-right.

3. Tap Settings and Privacy.

4. Select Privacy.

5. Turn Private account on.
IBPM AT @ ol T 325PM LT @ il = G 32BPM AT B il =
A + Add name v (O] @ & Settings and privacy < Privacy

Manage account

0 0 0 Security and login Suggest your account to others >

Private account

Sync contacts and Facebook friends
Edit profile | Balance ¥ ?
+ Add bio QR code
Hh Y Ads personalization 5
—_ »  Share profile
Download your data >
L Push notifications
Share a photo that gets lots of
likes from your friends & Lve Events L Downloads i >
Upload
Language &) Comments >
<1 Ads (@ Mentions and tags
D9 Following list wers
Digital Wellbeing
~ O0o® r
LJ ~2 P 2 B @ Duet e >
F Profile. ¢ Family Pairing
= =
| ] @ 4 ] O] 4 ] @ L]

NOTE: Even with a private account, the user’s profile photo, username, and bio will be visible
to all TikTok users. Ensure that there is no sensitive or personal information is included when
creating an account.

Source:
TikTok Privacy Settings
https://www.internetmatters.org/parental-controls/social-media/tiktok-privacy-and-safety-

settings/

For more information on Safety and Privacy Controls, visit:
https://www.tiktok.com/safety/en/safety-privacy-controls/

)
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Social Media Parental Control Settings
YouTube

For your children under the age of 13, there is a family-friendly version of YouTube called
YouTube Kids (https://www.youtubekids.com/). The website or the app provides a version of
the service oriented towards children, with selections of content, parental control features,
and filtering of videos deemed inappropriate for children aged under 13.

How to access YouTube Parental Settings

Tap the Lock icon & in the corner of your screen.

Complete the multiplication problem or enter your custom passcode.
Select Settings e

Parental controls include, clearing blocked videos, content level setting and
enabling/disabling the search function.

PwNPR

How to set YouTube Timer

You can set a timer on YouTube to prevent excessive use of the app.

1. Tapthelockicon B inthe bottom corner of any page in the app.

2. Read and enter the numbers that appear or enter your custom passcode.
3. Select Timer.

4. Usethe slider baror the © and @ icons to set a time limit.

5. Tap Start Timer.

Kids will see a "Time's up!" notification and the app will be locked once the time limit is
reached.
To unlock the screen:

1. Tapthelockicon B in the bottom corner of any page in the app.
2. Read and enter the numbers that appear or enter your custom passcode.
3. Select Timer, then tap Stop Timer.

For more information on YouTube Parental Controls, visit:
https://support.google.com/youtubekids/answer/6172308?hl=en

https://support.google.com/youtubekids/answer/6130558?hl=en

)
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TikTok

TikTok has a Family Pairing that enables you to customize your youth’s safety
needs. You will be able to manage how much time can be spent on the app,
block inappropriate content and privacy settings on your youth’s account.

How to access Digital Wellbeing settings

1. Go to your profile page.
2. Taponthe 3-lineicon in the top-right.
3. Tap Settings and Privacy.
4. Go to Family Pairing.
5. Follow the on-screen instructions based on your needs.
zsPM AT @ <l | GD RETTT R CY | 4l OO NsEAM 2 S @ LR -3l 1seam 250 $.4® 0D
€« Settings and privacy < &« < Link accounts
Manage account ﬁ} Family Pairing
Privacy Keeping TikTok family-friendly Wha is using this TikTok account?
Balance Set a limit on your teen's watch time
e 0,
GR code |||'| content that isnt suitable for your <(@@ .CQDL')J:? A,

Manage your teen’s privacy and safety

P
settings
Parent Teen
Choose whether your teen can have a
Push ot peivate or public account —
[ LIVE Events
Languag:
Ad
‘ ‘
4 n i « [ ] - ] n ] «

Source:
TikTok Privacy Settings
https://www.internetmatters.org/parental-controls/social-media/tiktok-privacy-and-safety-

settings/

For more parent resources on TikTok, visit:
https://www.tiktok.com/safety/resources/for-parents?lang=en&applLaunch=web
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Parental Controls on Gaming Consoles
Things you can control:

e Playtime.
e Monthly spending limits in online stores.
e Communication with other players.
e Viewing content created by other players.
e Agerestrictions on games, Blu-ray and DVD’s.
e Useof internet browser on the console.
e Use of Virtual Reality (VR) devices.
Note: Use of VR devices are not recommended for children under the age of 7.

PlayStation

1. Onthe main menu, go to Settings.

<=

2. Select Family and Parental Controls.

Settings

)



https://www.androidcentral.com/sites/androidcentral.com/files/styles/xlarge/public/article_images/2020/11/ps5-main-settings-menu-1.jpg

3. Select PS5 Console Restrictions.

Family and Parental Controls

PS5 Console Restrictions

Family Manager

4. Enterthe restriction passcode. It is set as 0000 as default.
From here you can change:

The restrictions for creating new accounts
Access parental controls for new users
Temporarily disable restrictions

Change the passcode.

PSS Console Restrictions

User Creation and (
Parental Cor
Temporarily Disable PS5 Con

Change Your Console Restriction Pa

P~
-
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5. Select Parental Controls for New Users to enable age restrictions on:
e Games playable for PS5 AND PS4
e Blu-rays and DVDs
e Web browsing
e Restrict PS Virtual Reality use.

Parental Controls f

6. Once the profile for the new user is created, you can set up limits on Play time and
Spending limits.

Source:

https://www.internetmatters.org/parental-controls/gaming-consoles/playstation-5-ps5/

For more information on parental settings on the PlayStation, visit:

https://www.playstation.com/en-ca/parental-controls/
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Xbox PN
Family Settings App

The app enables you to manage your children’s activities on Xbox consoles ‘
and enable gaming options that are right for your family. You can set screen

time, update content restrictions, and stay on top of incoming friend requests
in real time. To link your Xbox console to your personal device, follow the instructions given
on the app.

For more information on the Xbox Family Settings App, visit:
https://www.xbox.com/en-CA/apps/family-settings-app

Xbox X and Series S

1. Onthe Xbox X Console home screen, select settings in the top menu.

&2 W 02:23PM

Senua’s Saga: Hellblade 1l

Browsse the store

)
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2. Under General, select Online Safety & family > Family Settings

General Online safety & family

Privacy & online safety

Family settings

3. Select Manage family members, then choose the user you’d like to set restrictions for.
Select Access to content.

Account Sheena's privacy and online safety settings

]

Sheena

Web filtering
Basic it

Sheena from this Xbox

ena from family

)
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4. Use the dropdown box to select your child’s age. As you do, you will see which content
they can access based on their age.

For example, if you select 13, your child will be able to access content rated up to 12 (as there is

no 13 rating).

Appropriate up to age 16
Appropriate up to age 15
Appropriate up to age 14
Appropriate up to age 13
Appropriate up to age 12
Appropriate up to age 11

Appropriate up to age 10

Child

Source:
Xbox One Parental Settings:

‘rictions

Ratings for UNITED KINGDOM

Games

Films

Music

(@)
12§
12

https://www.internetmatters.org/parental-controls/gaming-consoles/xbox-series-x-s-

parental-controls/
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Nintendo Switch
Nintendo Switch Parental Controls App ﬂ b
Nintendo Switch Parental Controls is a free app for smart devices to keep you NINTENDO

SWITCH.

engaged with your family's gaming activities on Nintendo Switch. The app
enables you to monitor play time, what games can be played and restrict desired console
features.

For more information on the Nintendo Switch Parental Controls App, visit:
https://www.nintendo.com/switch/parental-controls/

1. Launch System Settings from the Home screen on your Nintendo Switch.
2. Scroll down and select Parental Controls.

{} System Settings

Airplane Mode

=|?-. Parental Controls can be used to restrict features of this
console. Configure these on the console or using your smart
device.

Screen Brightness

Screen Lock

»5 Watch a Nintendo Switch Parental
BarartEl CoRoIE @ Controls Introductory Video
Internet
Data Management Parental Controls Settings

Users

il
B ® Back @ OK

3. Select Parental Controls Settings on the right side of the screen. You will be prompted to
close any software you are currently using.

4. Here, you will be encouraged to download and install the Nintendo Switch Parental
Controls app. Using the app, you will be able to monitor your child’s activity on your
phoneinreal time. It is NOT mandatory to use this app. However, to use the app, follow
the prompts on your Nintendo Switch and on your personal device.

)
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You can continue setup without using a smart device,
but you will not be able to use these features:

+ Set up a Play-Time Limit
- Set up a Bedtime Alarm
+ Check play activity, such as played software titles

and time spent playing

The ndo Switch Parental Controls app is required to make

5. After following the instructions above, you will receive a prompt informing you that you
will not be able to set a play-time limit, bedtime alarm, or check play activity without
using the app.

6. Select Next to continue.

Select Restriction Level.

8. Select Teen, Pre-teen, or Child to use a pre-made setting.

~

Configure Parental Controls

Restriction Level Not Restricted

to Social Media

an be restricted from Nintendo Account settings
g your smart device or PC Next

B ©@ Back @ OK

9. To customize further, select Custom Settings.

10. Select Restrict Software and choose your desired age restriction for your child’s account.
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https://www.imore.com/sites/imore.com/files/styles/xlarge/public/field/image/2020/04/parental-controls-continue-setup.jpg?itok=NcmxjBhd
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Restricted Software

No Restrictions @

r
‘.
Rated for ages 18+

Rated for ages 17+
Rated for ages 16+
Rated for ages 15+
Rated for ages 14+

Rated for ages 13+

B @ Back @ OK

11. Select Posting Screenshots/Videos to Social Media to restrict the ability to post
screenshots on social media. Nintendo account users under 13 CANNOT post to social
media regardless of this restriction.

Software Rating Organization

PEGI + BBFC (UK)
USK (Germany)

Russian

ESRB (USA/Canada) (]

ACB (Australia)
OFLC (New Zealand)

CERO (Japan)

B @ Back @ OK

12. Select Communicating with Others to restrict sending and receiving messages, use chat
features, reading, or sharing user profile information, and viewing and sharing images
that the user created.
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https://www.imore.com/sites/imore.com/files/styles/xlarge/public/field/image/2020/04/switch-parental-controls-restricted-software.jpg?itok=0d5ftwaa
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Communicating with Others

Communicating with Others Restricted

| Individual Software Settings

% Animal Crossing: New Horizons Restricted
aX

: @ Back @ OK

Source:
Nintendo Switch Parental Settings
https://www.imore.com/how-set-parental-controls-nintendo-switch

YouthLink

POLICE



https://www.imore.com/how-set-parental-controls-nintendo-switch
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Page |28

How to Create a Safe and Secure Password

There are many different methods you can employ to make your passwords safe and secure.
This is a method Youth Link recommends!

1. Think of a phrase you will REMEMBER.

Twinkle Twinkle Little Star How | Wonder

2. Take the first letters from each word
TTLSHIW

3. Replace some letters with lowercase, special characters or numbers.
TtiSH!W

4. Add the first and last letter of the website to make each one unique.
EXAMPLE:

For Facebook:
FTtLSH!Wk

5. To make your password more complex, repeat steps 1 to 3 for the website you are using.

EXAMPLE:
For Instagram:
iNSt@TtLSH!W6r@M

)
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Resources

1. Calgary Police Service
If you have been victimized by cybercrimes, call the
Calgary Police Service non-emergency number,
403-266-1234 to report the crime.

Online sexual exploitation of children must be reported
immediately to the Calgary Police Service.

Call 9-1-1 for any crimes in progress or life exigent
circumstances

Or

Call 403-266-1234 for the Calgary Police Service non-emergency line.

You may also report crimes of this nature anonymously to the Canadian Centre for Child
Protection at https://www.cybertip.ca/app/en/report or 1-866-658-9022.

If have been victimized by financial cybercrime, follow these steps:

1. File a complaint with the Calgary Police Service and obtain a police case number.

2. Contact your bank/credit card company if any of your financial information was used.
Give your police case number to your bank/credit card company to place on file.

3. Provide the police case number to either of the two credit bureau companies, Equifax
(1800 465-7166) or TransUnion and have fraud alerts placed on your credit reports.

4. Report theincident to the Canadian Anti-Fraud Centre at https://antifraudcentre-

centreantifraude.ca/report-signalez-eng.htm or 1-888-495-8501.

2. Cybertip.ca l
The Canadian Centre for Child Protection H ®
operates Cybertip.ca, Canada's tip-line for Cgb e r 1-I p . Ca
reporting the online sexual exploitation of children.
Cybertip.ca receives and addresses online and telephone reports from the public
regarding:

e Child pornography (child abuse images and material)
e Onlineluring

o Child exploitation through prostitution

o Travelling to sexually exploit children

o Child trafficking

e Making sexually explicit material available to a child

)
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e Agreement or arrangement with another person to commit a sexual offence against a
child

e Non-Consensual Distribution of Intimate Images (of an individual under 18 years of
age)

You can anonymously report incidents of online sexual exploitation of at

https://www.cybertip.ca/app/en/report or 1-866-658-9022

The Canadian Anti-Fraud I* I Government Gouvernement
of Canada du Canada

Centre
The Canadian Anti-Fraud e
Centre collects information on
provide information on past
and current scams affecting
Canadians. If you think you're
a victim of fraud, report it by going to https://antifraudcentre-
centreantifraude.ca/report-signalez-eng.htm or by calling 1-888-495-8501

Kids Help Phone

Kids Help Phone is a 24/7 national support
service. They offer professional counselling,
information and referrals for young people in
Canada. All their services are completely
confidential. Kids Help Phone also offers a
wide range of articles, tools and resources on
their website to help young people through Q, call 1-800-668-6868 Kids Help Phone €9
challenges or experiences they may
encounter. You can reach Kids Help Phone via
Text: 686868

Phone: 1800 668 6868

Website: KidsHelpPhone.ca

Whenever you
need to talk,
we’re open.

[] Texteseses

] KidsHelpPhone.ca
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Contact Information

Did you like this presentation?

Would you like to recommend or book another program for another group?

Would you like to learn more about our organization, interpretive centre, school or public programs?

Visit our website:

www.youthlinkcalgary.com

CALGARY

POLICE

...or contact YouthLink at: INTERPRETIVE
CENTRE

¢ info@youthlinkcalgary.com
e 403-428-4530

Special Thanks

A very special thanks to
The Calgary Police Youth Foundation

Calgary Police for their generous funding of this new
youth Fou ndation program and for supporting many other
- youth crime prevention programs that
have a huge impact on the lives of our

young people and their families in

Calgary.
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